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Top Class Action Settlements By Year
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First Trend:  Settlement Numbers Reached New Heights As They Broke The $40 Billion Mark For The Fourth Year In A Row

In 2025, settlement numbers reached an unprecedented level in class action litigation.  

The cumulative value of the highest ten settlements across all substantive areas of class action litigation surpassed prior years and totaled nearly $79 billion. 

That number is the highest value tallied in the past two decades, and it exceeds the settlement numbers from 2022, 2023, and 2024, which are reflected on the slide, by a significant margin. 

Combined, the settlement numbers of the past four years exceeded $238 billion, showing use of the class action mechanism to redistribute wealth at an extraordinary level. 
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Settlement Numbers Break S79 Billion

Billion Dollar Class Action Settlements In 2025
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In 2025, eight class action settlements individually reached the one billion dollar mark.  

This means that parties agreed to settle 8 class actions for one billion dollars or more.   Those settlements ranged from $1.5 billion to $38 billion.

There were 10 settlements of one billion dollars or more recorded in 2024, nine settlements in 2023, and 15 class action settlements of one billion dollars or more in 2022. 

Together, corporations have agreed to 42 settlements of one billion dollars or more over the past four years.  

This string of settlements marks the most extensive set of billion-dollar class action settlements in the history of the American court system. 

++++

These expansive settlement numbers spanned nearly every area of class action litigation.  In fact, the ten highest settlements in six different areas of class action litigation cumulatively exceeded one billion dollars in 2025.  Those areas include antitrust, consumer fraud, artificial intelligence, government enforcement, products liability, and securities fraud. 
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This chart shows the cumulative value of the ten highest settlements in each key area of class action litigation. 

The value of the ten highest settlements in most areas - including antitrust, government enforcement,  securities fraud, ERISA, civil rights, and FCRA - increased in 2025, reflecting the growth of class action litigation in those areas, as they accounted for a higher percentage of the overall total.

By contrast, the value of the ten highest settlements in the privacy and BIPA areas decreased by up to 50% as compared to their 2024 totals. 
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Class Certification Rates By Year
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TREND #2 - Courts Certified Classes At High Rates Across Nearly All Substantive Areas Of Class Action Litigation
 
One of the most striking developments over the past few years relates to the consistently high rate at which plaintiffs have succeeded on motions for class certification.    

In 2025, courts issued rulings on 424 motions for class certification, and they granted certification in 68% of the rulings they issued.  

That shows a jump from 2024, when plaintiffs had a success rate of about 63%, but it is fairly consistent with plaintiffs’ success rate in 2023.  In 2023, courts granted 324 motions for class certification, for a certification rate of approximately 72%. 
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Looking at the certification rates across substantive areas, there are two additional, very notable takeaways from the data.  
 
First, as you can see from the slide, certification rates were fairly consistent across substantive areas of class action litigation in 2025 – and more consistent than they were in 2024.  

Certification rates ranged from a low of 33% in the data breach area to more than 70% in areas like WARN, ERISA, securities fraud, antitrust, and wage and hour.  

In fact, Plaintiffs succeeded in certifying classes at a rate of 50% or higher across all areas other than FCRA (38%), products liability (38%), and data breach (33%).
 
Second, courts issued fewer rulings on motions for class certification in 2025.  Courts ruled on 424 motions in 2025, 432 motions in 2024 and 451 motions in 2023.  

Why does that matter?  In this climate, where class action filings are increasing, a drop in the number of rulings suggests – not fewer cases – but that plaintiffs are being more strategic about which cases they are choosing to pursue through class certification.
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Wage & hour collective actions have generated more decisions than any other area historically and, not coincidentally, have provided plaintiffs one of the highest rates of success, as compared to other areas.

In 2025, courts considered more motions for certification in FLSA matters than in any other substantive area. Overall, courts issued 148 rulings. Of these, 135 addressed motions for conditional certification of collective actions, and 13 addressed motions for decertification of conditionally certified collective actions. Of the 135 conditional certification rulings, 103 granted conditional certification, for a success rate of over 76%.

As this slide shows, although this area continues to generate the most decisions, the number of rulings has declined.
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While filings overall remained high over the past year, this map illustrates the shift in filings away from the Fifth and Sixth Circuits, where courts over the past few years have raised the bar for conditional certification of collective actions under the FLSA.   

The time and effort now required to obtain certification under the new standards adopted in those Circuits has deterred plaintiffs from filing there, and we have seen that activity shift toward more plaintiff-friendly jurisdictions like the Ninth Circuit and the Second Circuit.

In the Second Circuit, in particular, courts granted 27 of 32 motions for conditional certification in 2025, a success rate of nearly 85%.
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Class Action Filings Reached New Heights
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Speaking of filings…  Trend #3 – Class Action Filings Reached New Heights  

The gargantuan settlement numbers and high rates of certification have continued to attract skilled attorneys to the class action area and to fuel growth in the number of class action filings.  

This slide shows the number of class action lawsuits filed in federal courts across the country.  In 2025, that number exceeded 13,229, which equates to more than 52 class actions filed per day on each of the 250 court days in 2025 – in federal courts alone.  

That number represents an increase from 2024 and reflects a growth trend over the past four years.  Indeed, the number of class actions filed in 2025 represents a 9% increase over 2022. 
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Filings over the same period likewise grew unevenly across the federal circuits and shifted toward perceived plaintiff-friendly jurisdictions. 

In terms of the most growth, filings grew by more than 50% in four federal Circuits – the First, Fourth, Seventh, and Ninth.  

Not coincidentally, those four Circuits likewise have had higher percentages of judicial seats occupied by Democratic-nominated judges than Republican-nominated judges.   
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Challenges To The
Arbitration Defense




Arbitration Motions In 2025
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Trend #4

A key trend in class action litigation relates to the arbitration defense.

A defendant’s ability to enforce an arbitration agreement containing a class action waiver continues to reign as one of the most impactful and potent defenses to a class action.  

To date, companies have enjoyed a high rate of success enforcing arbitration agreements.  Across substantive areas of class action litigation, courts issued rulings on approximately 185 motions to compel arbitration in 2025, and defendants prevailed on 120 of those rulings, for a success rate of approximately 65%.  

The success rate in 2025 was not wholly out of line with the success rates over the past two years.  In 2024, courts issued rulings on 167 motions to compel arbitration, and defendants prevailed in 91, a success rate of approximately 54%.  In 2023, courts issued rulings on 187 motions to compel arbitration, and defendants prevailed on 123 motions, which translated into a success rate of 66%.










+++
Given the potency of the arbitration defense, the plaintiffs’ class action bar has continued to press potential exceptions to its coverage.  One of the most litigated is the transportation worker exemption to the FAA.  

Over the past year, plaintiffs made significant strides in terms of expanding that exemption as many lower federal courts applied it broadly and inconsistently to, for example, local delivery drivers and workers in warehouses who touched or moved goods from shelf A to shelf B. 

As a result, the Supreme Court is set to address the exemption again in 2026, for the third time in four years.  

Its ruling could expand the exemption, weakening the force of arbitration agreements overall, or it could significantly curtail the broad reading applied by lower courts.  

Either way, given the significance of the arbitration defense in class action litigation, the plaintiffs’ class action bar is apt to continue to attempt to develop creative work arounds to arbitration agreements and to continue to push the boundaries of its exemptions. 
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Key Arbitration Rulings

" |nrecent years, the U.S. Supreme Court has held that arbitration
agreements requiring waiver of class and collective actions are
enforceable under the FAA and not precluded by the National Labor
Relations Act (“NLRA”), and that arbitration on a class-wide basis
cannot be compelled absent unambiguous consent
» Epic Systems Corp. v. Lewis, et al., 138 S. Ct. 1612 (2018)

» Lamps Plus, Inc. v. Varela, et al., 139 S. Ct. 1407 (2019)
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= |n Southwest Airlines Co. v. Saxon, et al., 142 S. Ct. 1783 (2022),
although the Supreme Court applied the FAA’s transportation
worker exemption to preclude arbitration, it emphasized that the

exemption is to be narrowly construed.
= This has been a high-impact ruling.
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Key Arbitration Rulings

" |n Morgan, et al. v. Sundance, 596 U.S. 411 (2022), the Supreme
Court relaxed the requirements to establish waiver of the right to
arbitration by holding that a party seeking to establish waiver need
not prove prejudice.

= Post-Morgan

» Hill v. Xerox Business Services, LLC, 59 F. 4th 457 (9th Cir. 2023)

» Alvarez, et al. v. Sheraton Operating Corp., 2023 U.S. App. LEXIS 6022 (9th
Cir. Mar. 14, 2023)

» Quach v. California Commerce, Inc., 16 Cal.5th 562 (2024) (adopting
Morgan’s waiver standard under the California Arbitration Act)
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In Morgan v. Sundance, Inc., the Supreme Court clarified that a party seeking to enforce an arbitration agreement under the Federal Arbitration Act (FAA) does not need to prove prejudice to demonstrate that the opposing party waived its right to arbitrate by litigating in court. 

An employee at a Taco Bell franchise owned by Sundance, Inc., filed a collective action lawsuit against Sundance for alleged violations of the Fair Labor Standards Act regarding overtime pay. 
The employment agreement between Morgan and Sundance included an arbitration clause. 
Sundance initially defended against the lawsuit without mentioning the arbitration clause, participating in litigation activities like a motion to dismiss and mediation. 
Nearly eight months after Morgan filed her lawsuit, Sundance moved to compel arbitration. 
The district court denied the motion, finding that Sundance had waived its right to arbitrate due to its litigation conduct. 
The Eighth Circuit reversed, holding that Morgan needed to demonstrate she was prejudiced by Sundance's litigation conduct to establish a waiver. 

Supreme Court Ruling:
The Supreme Court reversed the Eighth Circuit's decision, holding that a showing of prejudice is not required to prove waiver of the right to arbitrate under the FAA. 
The Court emphasized that the FAA's policy favoring arbitration does not allow for the creation of special, arbitration-specific rules that differ from general contract law principles. 
The Court vacated the Eighth Circuit's judgment and remanded the case for further proceedings, instructing the lower court to consider whether Sundance waived its right to arbitrate based on its conduct, without requiring a showing of prejudice. 

HAS LED TO SOME PRETTY HARSH RULINGS…

HILL v. Xerox:
Plaintiff worked at a Xerox Business Services, LLC call center.  Xerox adopted a Dispute Resolution Plan ("DRP") in 2002 that required Xerox and its agents to submit “all disputes” to binding arbitration for final and exclusive resolution. Appellee never signed the 2002 DRP.   Thus, only after the court certified a class, Xerox filed a motion to compel individual arbitration by the 2,927 class members who had signed the 2002 DRP. The district court found that Xerox had waived its right to compel arbitration.
 
The Ninth Circuit affirmed.  The panel held that Xerox was correct that the district court could not compel nonparties to the case to arbitrate until after a class had been certified and the notice and opt-out period was complete. The Court of Appeals, however, differentiated between Xerox’s knowledge of the right to arbitrate and its ability to move to compel arbitration. It reasoned that waiver involved a “unilateral” analysis that looks only to the actions of the person holding the right and does not consider the effect of those actions on the other party. 

The panel then found three “inconsistent acts” by Xerox: (1) requesting extensive discovery during the litigation; (2) failing to assert the right to arbitrate under certain arbitration agreements despite repeated opportunities to do so; and (3) actively litigating the case on the merits for several years before moving to compel the absent class members to arbitration. Hill, 59 F.4th at 471–79.

Judge VanDyke dissented, arguing that the majority’s result constituted a “break from precedent” and “transform[ed] our clear waiver rule into an opaque forfeiture rule” under which “a defendant loses its right to arbitrate against absent class members unless it affirmatively asserts the right long before it even knows who might be in the class, and even though it has no right to arbitrate with the named plaintiff.”  Id. at 484 (VanDyke, J., dissenting).

ALVAREZ v. Sheraton:

Plaintiff brought suit claiming that Sheraton Hotels underpaid its housekeepers.  The hotel chains said they inadvertently held off on compelling arbitration because Sheraton stopped requiring new employees to sign arbitration agreements when Marriott acquired the company.  "When defendants received Alvarez's complaint — four years after her hire — they did not initially realize Alvarez had signed the no-longer-used arbitration agreement that applied to her claims. 

The panel agreed with Alvarez, holding that the chains acted inconsistently with their right to compel arbitration by trying to dismiss Alvarez's suit with prejudice for failure to state a claim and engaging in some limited discovery.

QUACH v. California Commerce:

Following Morgan v. Sundance, Inc. (2022) 142 S.Ct. 1708, the California Supreme Court reversed its own prior precedent that required prejudice in addition to intentional relinquishment or abandonment of a known right in order to find waiver of the right to compel arbitration.  It reasoned that the prior California cases which required prejudice were based on federal authorities that Morgan has now overruled.  So there is no reason for California not to follow the changed federal law on waiver.
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Key Arbitration Rulings

* |n Viking River Cruises, Inc. v. Moriana, et al., 142 S.Ct. 1906 (2022),
the Supreme Court held the FAA preempted California’s rule barring
individual arbitration of claims under California’s Private Attorneys
General Act (“PAGA”).

= |t also suggested in dicta that, once an individual PAGA claim is
pending in arbitration, the plaintiff lacks standing to pursue non-

individual PAGA claims.
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Epic shifted the pendulum of class action litigation by providing a powerful defense – the idea that a company can avoid class actions by rolling out a policy to its workforce or its customers at the outset of their relationship – was truly game changing.  

There is nothing I can think of in the last 30 years that has had as big of an impact in terms of shifting the pendulem of class action litigation.

The plaintiff’s bar, however, had been looking for work arounds.. And particularly after the Cal S Ct’s ruling in a case called Iskanian, PAGA became the most popular.

In Iskanian v. CLS Transportation, the Cal Supreme Court held that pre-dispute agreements to arbitrate PAGA claims were unenforceable, effectively insulating PAGA claims from arbitration. 


Viking River:  Strengthened the arbitration defense by putting a hole in the most popular workaround

+++

In Viking River Cruises, Inc. v. Moriana, the Supreme Court addressed the enforceability of an arbitration agreement in the context of California's Private Attorneys General Act (PAGA). The Court held that the Federal Arbitration Act (FAA) – in part - preempts the California Supreme Court’s ruling as to the enforceability of arbitration agreements in the PAGA context. 

PAGA allows employees to sue their employers on behalf of the state for Labor Code violations, collecting penalties that would otherwise be pursued by the state's labor agency.  

The us supreme court found that the faa partially preempts that ruling.

The court held that PAGA claims can be separated into their representative and individual components.

This means that individual PAGA claims can be compelled to arbitration.  While the Court also held that the FAA does not preempt the rule that representative PAGA claims can only be brought by an individual with standing, the Court expressed doubt that, once an individual PAGA claim is pending in arbitration, the plaintiff would have standing to pursue non-individual PAGA claims. 
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Key Arbitration Rulings

Post-Viking River

The California Supreme Court took up the standing issue in Adolph, et al. v.
Uber Technologies, Inc. 14 Cal.5th 1104 (Cal. 2023), and it disagreed.

Nickson, et al. v. Shemran, Inc., 90 Cal.App.5th 121 (Cal. App. 2023)
Westmoreland, et al. v. Kindercare Educ. LLC, 90 Cal.App.5th 967 (Cal. App.
2023)

Gentry, et al. v. Robert Half International, Inc., 2023 Cal. App. Unpub. LEXIS
5886 (Cal. App. Oct. 3, 2023)

Heckman v. Live Nation Ent. Inc. , 120 F.4th 670 (9th Cir. 2024)

Flores v. New York Football Giants Inc. , 150 F.4th 172, 183 & n.49 (2d Cir. 2025)
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Adolph v. Uber: In its opinion, the California Supreme Court held that, once a PAGA plaintiff’s individual claims are compelled to arbitration, the plaintiff retains standing to maintain non-individual PAGA claims in court so long as they are an “aggrieved employee.”

Live Nation v. Heckman – The U.S. Court of Appeals for the Ninth Circuit found that certain bellwether procedures and mass-arbitration provisions – which can delay justice and disproportionately benefit defendants, are unconscionable. The U.S. Court of Appeals for the Second Circuit in Flores v. New York Football Giants Inc., echoed Heckman’s reasoning. 
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The California Supreme Court took up the standing issue in Adolph, et al. v. Uber Technologies, Inc. 14 Cal.5th 1104 (Cal. 2023), and it disagreed. 
In its opinion, the California Supreme Court held that, once a PAGA plaintiff’s individual claims are compelled to arbitration, the plaintiff retains standing to maintain non-individual PAGA claims in court so long as they are an “aggrieved employee.”


NICKSON:

The Fourth District joined the Second District in issuing another published decision holding that plaintiffs do not lose representative standing once their individual PAGA claims are compelled to arbitration.

The Court did not provide any guidance on whether the representative claims should be stayed, stating only that, “We leave management of the superior court litigation during the pendency of arbitration to the trial court’s sound discretion.”

WESTMORELAND:

In Westmoreland, the could held that an arbitration agreement’s impermissible waiver of PAGA Claims Invalidated The Entire Agreement Under Its Unambiguous “Savings Clause And Conformity Clause”

Rochelle Westmoreland was employed by Kindercare Education LLC. As a condition of employment, when Westmoreland was hired, Westmoreland electronically signed a “Mutual Arbitration Agreement Regarding Wages and Hours.” Although the agreement expressly excluded any claims that cannot be required to be arbitrated as a matter of law, it also contained a provision described as a “Waiver of Class and Collective Claims” providing that covered claims will be arbitrated only on an individual basis and that the arbitrator may not adjudicate form of a class, collective, or representative claims. 

the arbitration agreement also contained a so-called “Savings Clause & Conformity Clause” requiring that if any provision of the agreement is determined to be unenforceable or in conflict with applicable law, it shall be construed to incorporate the applicable law, and/or the unenforceable or conflicting provision shall be automatically severed -  unless the Waiver of Class and Collective Claims is found to be unenforceable in which case the entire agreement is rendered invalid and any claim brought on a class, collective, or representative action basis must be filed in court of competent jurisdiction. This “Savings Clause & Conformity Clause” is referred to as the “Poison Pill.”

When Westmoreland was fired, she filed a representative action under PAGA.  Kindercare moved to compel arbitration of Westmoreland’s individual (non-PAGA) claim and to stay her entire PAGA claim. The trial court granted the motion. Westmoreland sought a writ of mandate. The Court of Appeal held that the unenforceable PAGA waiver was not severable from the rest of the agreement and, therefore, it rendered the entire agreement unenforceable. The California Supreme Court and then the United States Supreme Court rejected Kindercare’s subsequent petitions for review and for certiorari.

Kindercare filed a renewed motion to compel arbitration and then, following Viking River, argued that Viking River compelled a finding that Westmoreland’s PAGA claims must be divided: the “individual” PAGA claim sent to arbitration and the “representative” PAGA claim pursued in court. The Court of Appeal would have agreed but for Kindercare’s Poison Pill:

It held that, had Kindercare simply included a waiver of representative claims in its arbitration agreement and not included the poison pill at the end of the agreement, the result could have been substantially similar to that in Viking River – the PAGA claims could be divided: the “individual” PAGA claim sent to arbitration and the “representative” PAGA claim pursued in court.
 
But the court held that the poison pill effectively prevented it from sending Westmoreland’s “individual” claims under PAGA to arbitration while allowing litigation in court of her “representative” PAGA claims
 
In sum, the court found the poison pill “presented an all-or-nothing proposition” that left no room for Kindercare to choose to bifurcate Westmoreland’s claims between arbitration and court; it instead invalidates the agreement.

The court concluded that the arbitration agreement is invalid by operation of the unambiguous “Savings Clause and Conformity Clause.”  so Kindercare must litigate all of Westmoreland’s claims in court.
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" |nSmith v. Spizzirri, 601 U.S. 472 (2024), the Supreme Court issued a
unanimous decision holding that, when a district court determines
that a plaintiff’s claims are arbitrable, the district court does not
have discretion to dismiss the lawsuit.
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In 2024, the U.S. Supreme Court issued three decisions regarding arbitration under the Federal Arbitration Act,
each of which has the potential to put more authority back in the hands of courts. 
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Key Arbitration Rulings

" |n Bissonnette, et al. v. LePage Bakeries Park St., LLC, 601 U.S. 246
(2024), the Supreme Court issued another decision regarding the
FAA’s transportation worker exemption. The Supreme Court again
cautioned that the exemption does not apply in “limitless terms”
and, instead, applies only where workers play “a direct and
necessary role in the free flow of goods across borders.”
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= |n 2024, the U.S. Supreme Court issued its decision in Coinbase, Inc.
v. Suski, et al., 144 S. Ct. 1186 (2024), holding that, where parties
have agreed to two contracts — one sending disputes regarding
arbitrability to arbitration, and the other sending disputes regarding
arbitrability to the courts — a court (and not an arbitrator) must

decide which contract governs.
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Emerging Areas Of Risk

= Workplace digital technology challenges employers to find ways to
maximize productivity while preventing illegal or inappropriate
conduct without intruding on employee privacy. This challenge is
manifested by employer monitoring of employees’ electronic
communications.

= At present, there is a clear gap between the advances in digital
technology and the pace of the law as they intersect in the
workplace.

= Employer conduct that imposes restraints on employee privacy has
the potential to become a “hot button” issue with workers.
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Privacy Class Actions

-

= Statutory ambiguity has produced mixed outcomes under many of these
statutes for plaintiffs and defendants.

= High stakes due to maximum statutory damages under the ECPA, CIPA,
VPPA, BIPA, and GIPA ranging from $2,500 to $15,000 per violation, all
with no proof of actual harm required, resulting in four- or five-figure
multipliers times tens of thousands of website visitors, for example,
results in mammoth requested damages.

= |ncreased filings as a result of the statutory ambiguity and high statutory
penalties.

= Divergent rulings between and within jurisdictions on core issues.
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In 2025, we saw more members of the plaintiffs’ class action bar make privacy litigation the centerpiece of their business models.  Although the landscape has shifted over the past five years, the recipe for these cases has remained strikingly similar – these plaintiffs attack ubiquitous modern technologies, under decades-old statutes that provide for lucrative statutory penalties along with fee shifting.  

In 2025, we saw more plaintiffs’ lawyers make more threats of these class action filings in this area, particularly through widespread use of tools like form letters and cookie-cutter complaints. 

Privacy continued to dominate as one of the hottest areas of growth in terms of class action filings by the plaintiffs’ bar over the past year. . 

While plaintiffs pulled back on filings in areas like biometric privacy, we saw a surge in litigation over internet tracking technologies based on a patchwork quilt of state-level laws, including the California Invasion of Privacy Act (“CIPA”).
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Although privacy continued to dominate as one of the hottest areas of growth in 2025, we also saw shifts within the privacy landscape, as reflected in the graphics.  

On the left slide, we can see that companies enjoyed a welcomel reprieve from filings under the biometric information privacy act or BIPA, and in the middle slide, that filings under the Video Privacy Protection Act or VPPA similarly fell in 2025.  At the same time, though, filings shifted and grew in other areas.  

In particular, over the past two years, we have seen many plaintiffs’ class action lawyers shift their focus to website pixels – pieces of code embedded on websites to track activity and, in some circumstances, to provide information about that activity to third-party social media companies.  

Plaintiffs have launched thousands of claims attacking that transfer of information and have filed a surge of lawsuits under a patchwork quilt of state laws including the California Invasion of Privacy Act or CIPA.
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Privacy Class Actions

CLASS CERTIFICATION RATES IN 2025

Privacy
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of motions for class
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33% 67%

of motions for class 2025
certification denied

© Duane Moarris LLP 2026

28


Presenter Notes
Presentation Notes
Courts issued rulings on only 12 motions for class certification of claims asserting violations of privacy laws over the past year and granted 8 of those motions, for a success rate of 67% for plaintiffs.  

This is a higher rate of success than we observed in 2024, so it surely will not deter plaintiffs from investing in privacy class actions in the short term.
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TOP CLASS ACTION SETTLEMENTS IN 2025

Privacy

Top 10 totaled $801.85 million in 2025 | $2.01 billion in 2024 | $1.32 billion in 2023 | $896.7 million in 2022
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Presentation Notes
The top 10 settlements in the privacy space last year totaled $802 million.  While that total surpasses the settlement numbers we discussed for other areas, it is down substantially from the top 10 settlements we observed in 2023 and 2024, where the total of the top 10 reached $1.32 billion and over $2 billion, respectively, which likely explain some of the growth in this area.  
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We likewise are seeing a patchwork quilt of legislation at the state level target algorithmic discrimination, disclosure obligations, cybersecurity, and other issues. 
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Emerging Areas Of Risk

Workplace Laws in Cyberspace

= The Electronic Communications Privacy Act of 1986 (“ECPA”) is the
pertinent federal statute that applies to email monitoring.

= The ECPA prohibits unauthorized interception of e-mail
communications and unauthorized access to stored electronic
communications, defining “electronic storage” as including any
temporary or intermediate storage of e-mail communications, as
well as the storage of any such communications for back-up
protection.

= |mportant exceptions contained within the ECPA that allow access
authorized by any entity providing an electronic communications
service.
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Workplace Laws in Cyberspace
State law is sometimes more restrictive on e-mail monitoring than federal law.
Courts are generally in agreement that employees should expect little to no privacy in e-mail sent or received through an employer’s electronic data system and, therefore, generally reject invasion of privacy claims. 
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Al And Algorithmic Bias

Workplace Laws in Cyberspace

= The new challenge of artificial intelligence (“Al”) technologies is now pertinent to
employers in the modern American workplace. This is especially challenging
given the onslaught of new regulations, the patchwork quilt of existing data
protection and privacy laws and heightened regulatory enforcement.

= At the federal level, Title VII prohibits discrimination based on race, color,
religion, sex, or national origin in employment practices. Employers can be held
liable under Title VII for facially neutral practices that have a disproportionate,
adverse impact on members of a protected class — including decisions made by
Al systems.

= At the state law level, for example, lllinois and Colorado target workplace
algorithmic discrimination and make it unlawful for companies to use Al tools
that could discriminate based on a protected class.
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Workplace Laws in Cyberspace
While the potential legal risks are significant, it behooves employers to undertake proactive steps employers to mitigate exposure to algorithmic bias and discrimination claims. 
Ensuring that there is a robust policy addressing AI use and related issues, like transparency, non-discrimination, and data privacy;
Undertaking due diligence to vet AI vendors, and not utilizing any AI tools without a thorough understanding of their intended purpose and impact;
Training HR, talent acquisition, and managers on the appropriate use of AI tools;
Continuing to have human oversight over ultimate workforce decisions so that AI is not the decision-maker; and
Ensuring compliance with all applicant and employee notice and disclosure requirements
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Technologies At Issue In Al-Related Litigation

-

Biometric technologies

Website advertising technologies (“adtech”)

Profiling and automated decision-making (“ADM”) technologies
Clinical medicine

Generative Al (“gen Al”)

Pricing

Educational operations (“edtech”)

Financial technologies (“fintech”)
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Data Breach Class Actions

= |n 2025, there was a notable increase in data breach class actions. Data
breach class actions filed within the first half of the year totaled 944 with
a monthly average of nearly 158. By the end of the year, over 1,822 data
breach class actions had been filed.

= The surge in filings is driven by sophistication of cybercriminal activity,
caselaw developments providing momentum to plaintiffs, and high-profile
cases resulting in substantial settlement amounts.

= |n Re MOVEit Customer Data Security Breach Litigation, Case No. 23-MD-
3083 (D. Md.), a consolidated class action involving a data breach that
allegedly impacted over 85 million people, became the largest data
breach class action in the country.
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TREND #6 – Data Breaches Filings Continued To Grow As The Playbook Became More Refined 
 
Growth is the watchword in the data breach area.  Data breach litigation has transformed from a niche category into one of the fastest-growing areas of complex litigation.  

In 2025 alone, plaintiffs filed over than 1,800 data breach class actions.  This reflects, on average, more than 150 filings per month and more than 7 filings per business day.  These numbers reflect growth of more than 18% over 2024 and more than 200% over the number of data breach class actions filed just three years ago in 2022.  
 
Suffice it to say, almost any significant cyber incident now triggers an immediate wave of class action filings.

What is propelling this growth?  Interestingly, it’s probably not positive judicial outcomes. Plaintiffs continued to struggle in the courthouse in 2025, as courts granted motions to dismiss data breach complaints at fairly high rates.  Of 222 rulings on motions to dismiss in 2025, courts granted 150 of those motions in whole or in part, for a success rate of nearly 68 % in favor of defendants (or a success rate for plaintiffs of only 32.5%).  
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On the class certification front, plaintiffs succeeded on only 1 of 3 – or 33% -- of the motions for class certification decided in 2025.   
 
This uncertainty does not seem to be deterring plaintiffs from filing data breach cases; rather, it seems to be incentivizing them to monetarize their claims early in the litigation.  

So long as defendants continue to play ball on the settlement front, and payouts remain higher than their front-end investments, we are likely to see continued growth in the data breach area.  
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TOP CLASS ACTION SETTLEMENTS IN 2025

Data Breach

Top 10 totaled $515.79 million in 2025 | $593.2 million in 2024 | $515.75 million in 2023 | $719.21 million in 2022
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The value of the top 10 settlements in the data breach area totaled nearly $516 million in 2025.  That is on par with the value of the top 10 settlements in 2023 and 2024, which came in at $516 and $593 million, respectively.
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Circuit Splits Shaping The Landscape

= Courts disagree over the standards for conditional certification of
collective actions. The standards for conditional certification under the
FLSA, EPA, and ADEA, continue to diverge such that district and appellate
courts are applying any of at least four distinct approaches. These
statutes provide little guidance as to the process they intended to
incorporate for so-called conditional certification.

= Courts continue to disagree over standing and personal jurisdiction.
Courts continue to disagree regarding the impact and treatment of
uninjured class members, a key issue that remains unresolved. It is
axiomatic that individuals who did not suffer injury as the result of the
defendant’s conduct cannot maintain claims, and courts do not have the
power to award them relief.
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Trend #8
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